( CHAPTER-3 )

Digital Financial Literacy

1. Retail Remittances

NEFT, RTGS and IMPS are the most popular remittance channels offered by banks to transfer
money. They can be availed at the bank branch or through online channels like Internet banking,
mobile banking etc. offered by your bank
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Here’s a graphic that explains the three channels:

Features NEFT RTGS IMPS

Time taken to transfer Within an hour Immediately Immediately

Working hours for 24/7- Round the 24/7- Round the 24/7- Round the

customer transactions clock even on clock even on clock even on
weekends and bank weekends and bank | weekends and bank
holidays holidays holidays

Minimum amount No minimum amount | X2 Lakhs No minimum

required amount

Maximum amount that Any Amount Any Amount 5 lakhs

can be transferred

2. Unified Payments Interface

Unified Payments Interface or UPl is a platform that allows transfer of money between two bank
accounts using a smartphone which has access to the internet. You can use the BHIM app or any
of the banks’ app or any third-party app for facilitating UPI transactions.
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How does it work
Requirements:

You need a bank account, a mobile number linked to that bank account, and a smartphone with
internet connection. To facilitate feature phone users to avail benefits of UPI, UPI123Pay was
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launched with 4 options, viz., App based functionality, Missed Call, IVR, Proximity Sound based
payments. Debit card linked to the account is required one time for setting-up UPI on mobile
phone. UPI can also be linked to RuPay Credit Cards.
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How to activate UPI

e Download the App on your smartphone and link bank account and create a UPI PIN by
following the instructions given in the App

e Use of UPI: Using your UPI Pin, you can transfer funds seamlessly to any beneficiary by just
knowing the beneficiary’s virtual address or UPI number.

e If the beneficiary doesn’t have a virtual address or UPI number, the option of transferring
funds to the beneficiary through IFSC and bank account is also available.
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3. Dos and Don’ts for Electronic Banking Transactions
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e Always type your bank’s URL using only verified and trusted browsers and HTTPS secured
websites for payments (S stands for Secure). Look for secure sign (lock) in the URL window
(image).

e Make your passwords difficult to guess, by using alphanumeric and special characters (#, *,
@, S etc.)

e Ensure that you change your password frequently.

e Always keep your payment transaction Apps (banks, nonbanks, Wallets etc) updated with
the latest version.

e Link your mobile number and email ID with your bank account and opt for SMS/e-mail
alert service.

e |n case of any unusual/unauthorised transaction, inform the bank immediately.
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e Never access your bank’s website through online search.

e Never store login credentials on phone, also don’t enter/store credentials on untrusted
portals/service providers.

e Avoid transacting through public devices, cyber cafes and on unsecured/open networks
like public/free WiFis.

e Never share your mobile banking PIN or Internet banking ID, password and OTP with
anyone (including bank staff).
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4. Dos and Don’ts for ATM Transactions
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e Ensure that you use only EMV Chip and PIN based Debit Card instead of card with a i
magnetic strip (Approach your bank for replacing the magnetic strip card). :
e Ensure that there are no unauthorized cameras or other skimming devices near ATMs i
when you key-in your PIN or swipe your cards. :
o Make sure no one sees the PIN when it is being entered at the ATM. It is a good practice to i
cover the keypad with one hand and use the other hand to key-in your PIN. |
e Remember to count and check the notes dispensed. i
e Remember to collect your card after the transaction is over |
e Register your phone number with card issuing bank to get alerts on ATM transactions. i
e Contact your bank immediately to block the card if it gets lost or stolen or if you feel it has |
been compromised i
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| X Don’ts

i e Do not share your ATM card details (card no., expiry date and CVV etc.) and PIN with
| anyone.

i e Never leave the Card in the ATM.

. Never share your OTP with anyone.

|

|

e Never write vour PIN on the Card.
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5. Customer Liability for Fraudulent (Digital) Transactions
Notify your bank
e Irrespective of whose fault it is, notify your bank immediately if you encounter a fraudulent
or unauthorized electronic banking transaction in your account/ Card

e The longer you take to notify the bank, higher is the loss to you or your bank
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Bank’s responsibility

If the fraudulent transactions continue even after you have informed the bank, the bank will
have to bear the loss

e Your bank has to provide an acknowledgement for the complaint when you notify/inform
the bank

e The bank must resolve your complaint within 90 days

e Bank shall credit the amount involved to the customer’s account within 10 working days
from the date of such notification by customer
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Limited Liability

e If loss is due to negligence of the customer (sharing password etc.) then customer will bear
the loss till the bank is informed.

o |[f there is no negligence of the customer, and the customer informs the bank immediately
(within 3 working days of the unauthorized transaction), there is no liability of the customer.

¢ In case of negligence/ deficiency on the part of the bank (irrespective of whether or not the
transaction is reported by the customer), there is no liability of the customer.

e |n case of third party breach where the deficiency lies in the system and not with the
customer or the bank and the customer informs the bank immediately (within 3 working
days of the unauthorized transaction), there is no liability of the customer.
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